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Communication In Substations

 Centralized monitoring and control

* With numerical relays (IEDs) substation automation has
become more popular and easy to install

* Reduced hardwiring —saving time and effort on
commissioning and maintenance ‘

SCADA Protocol
To IMS/SCADA
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Controller (s)
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Communication in Substations
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EXxisting Protocol Limitations

 High engineering costs
 Each protocol had its own structure of
representing data (approx. US $ 28 billion spent

on application integration in 1998 — Forrester
1999.)

 Many protocols

* Inter-operability was an issue.

e Different levels of functionalities
e Use of proprietary protocol

* [imited use of multi-user products

 Each protocol supported

Different standards followed in Europe and North
America
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Market Requirements

 Global Market
 Needs a global standard
e Means a broad range of philosophies

 Mixing of devices, at least with copper
cables

e Cost reduction by
e Competition
* Intelligence (functions)



Market Requirements

e Costreduction in
* |nvestment
e Operation

e Maintenance

* Open standard, especially for the future
safe guard of investments



European historical perspective

« TC57 - Power systems management and
associated information exchange

* |[EC 60870-6

* [EC 60870-5

TASE 1 - ELCOMS90
TASE 2 - ICCP

101 telecontrol

102 metering

103 protection and control
104 telecontrol over TCP
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European historical perspective

e 1994 AHWG created 2 New Work Item
Proposals:

e Short term solution
e 103 = VDEW + Courier

e Longer term solution
* |IEC 61850



American historical perspective

 ANSI Market
e MODBUS
* MODBUS plus
e DNP 3.0 level 2

e EPRI UCA 1.0 - TASE.2 (ICCP)
2.0 - Substation Initiative



New Standards Emerge

1994 1996 1997 = 2003
EPRI IEC TC57
IEEE, USI 61850

IEC
61850

N

IEEE TR 1550:1999

| ucA 2.0is dead, forgetit! |
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Introduction

IEC 61850
14 Parts Different vendors
>1000 pages (English only !) Interoperability
10 years of development Easy specification

I_ Is it really that simple ? _l
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IEC 61850 Standard - Organization

System Aspects Data Models
Part 1: Introduction and Part 74: Compatible Logical Node Classes
Overview

and Data Classes

Part 7-3: Common Data Classes
Part 2: Glossary

Abstract Communication Services
Part 3: General Requirements

Part 4: System and Project Part 7-2: Abstract Communication Services
Management (ACSI)
Part 7-1: Principles and Models
Part 5: Comm. Requirements Mapping to real Comm. Networks (SCSM)
for Functions and
Device Models Part 8-1: Mapping to MMS and to

ISO/IEC 8802-3

Part 9-1: Sampled Values over Serial

Configuration Unidirectional
Multidrop Point-to-Point link

Part 6: Configuration Language Part 9-2: Sampled values over ISO 8802-3
for electrical

Substation IEDs

Testing

Part 10: Conformance Testing
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IEC 61850: Basic applications

and possible extensions

= Telecontrol of substations “sTCA”
in discussion, IEC TC57 / Ad Hoc Working
Group 07

= Addendum Power Quality, Monitoring
under way, IEC 57/624/NP

= Product standard for switchgear equipment
under way, IEC 62271-003

= Control and monitoring of wind power
plants under way, IEC 61400-25

= Control and monitoring of distributed
power stations under way, IEC 57/660/NP
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IEC 61850: Basic applications

and possible extensions

= Control and monitoring of hydroelectric
power plants
under way, IEC 57/661/NP

= Metering (EPRI, IEEE), Gas, Water
In discussion

= Several other WG within:
"|[EEE PSRC H5: Setting, etc.
*UCA International: Testing, etc.

*CIGRE B5.11: Use of IEC 61850 in
substation, etc.

*DKE/VDN (Germany): Recommendations




IEC 61850 - In brief

* Not just another bus system...
Goes far beyond almost all other

communication standards

It extends the way automation devices

“work together”

Defines WHAT to communicate and HOW to

communicate
Everything has a name

Configuration language for devices and

substations
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|IEC 61850 - In brief

e Selects communication protocols

» Applicable in substations and many other
domains

* Wind power
e Distributed Energy Resources
e Hydro
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IEC 61850 - Scope

WG10: Functional Architecture and General Requirements

¢ Remote control (NCC) Technical services
Level 2
Bay Unit Level 1
- Control
- Metering Protection
- Disturbance recorder
- Misc. Functions TC9S
|
Instrumental Switchgear and |...... Instrumental Switchgear and
transformers transformer transformers transformer
Level O
TC38 TC14, TC17 TC38 TC14, TC17
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Station Bus

e WG11l: Communication within and between Unit
and Station levels

Remote control (NCC) Technical services

............

Level 2
L Bayunit || 0 e Level 1
- Control
- Metering Protection
- Disturbance recorder
- Misc. Functions 57 TC9S
A - I
L oo o o oo oo omim mm mm e o mm e mm mm e mm mm mm mm m
Instrumental Switchgear and Instrumental Switchgear and
transformers transformer transformers transformer
Level O
TC38 TC14, TC17 TC38 TC14, TC17
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Process Bus

e WG12: Communication within and between Process
and Unit levels

Remote control (NCC) Technical services

Level 2
Bay Unit Level 1
- Control :
- Metering + - Protection Protection
........... . DISturbance recorder PETTTTTTTPPTPPrrrres . DiSturbance recorder FETTTIIIIIIIIIITS
- Misc. Functions TC9 TC95
r —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— L | E
Instrumental Switchgear and | Instrumental Switchgear and y
transformers transformer transformers transformer
Level O
TC38 TC14, TC17 TC38 TC14, TC17
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|IEC 61850 Standard

Uses the strengths of the OSI 7 layer communication model
Station bus

e Communication between IED and master stations
 Data polled by Master from IED (Buffered or un-buffered)

* Inter IED data exchange through multi-cast GOOSE
messages

Process bus

e Communication between plant equipment and IEDs
(switchgear, Instrument transformers)

* Exchange of sampled values
Bus separation is becoming less distinct

|_ Standardized data models
for all applications |
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Requirements of New Standard

« The goal of the IEC 61850 standard is to ensure:

Interoperability: The ability for IED’s from one or several
manufacturer to exchange information and use the
iInformation for the their own functions.

Free Configuration: The support of different
philosophies and ability for free allocation of functions, i.e.
it will work equally well for centralized (RTU like) or
decentralized (SCS like) systems.

Long Term Stability: The standard shall be future proof,

l.e. it must be able to follow the progress in communication
technology as well as evolving system requirements.
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Interoperability

 Ability of two or more IEDs from the same vendor, or
from different vendors, to exchange information and
use that information for correct execution of specified
functions

/ -
Request
Response -
OOOO
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Free Configuration of
communication

« Hardwired & point to point links

) Gateway
Station Lewel
Control
Control Control
Bay Level
-+ >
F'ratectiod Protection
Process Level -=— =

HV Equipment HV Equipment

© OMICRON



Free Configuration of
communication

e Separate Station and Process bus networks

Gateway
Station Level
Control
-+ I >
Bay Level Control Control
Protec:tiua Protection
- I > - I >
Process Level —9—"'— —6—/—
HV Equipment HV Equipment
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Free Configuration of
communication

« Single substation bus network

) Gateway
Station Level
Control
Control Control
Bay Level
Pratectiua Protection
Process Level T — -o—

HV Equipment HV Egquipment
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Generic Communication Model

Data Access Model

Semantics Services



Modeling Approach

 Functional Decomposition

e Used to understand the logical relationships
between components of a distributed function
and is presented in terms of logical nodes that
describe the functions, sub-functions and
functional interfaces

 Data Flow

 Used to understand the communication
Interfaces that must support the exchange of
Information between distributed functional
components and the functional performance
requirements
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Modeling Approach

Information Modeling

 Used to define the abstract syntax and semantics of the
iInformation exchanged and is presented in terms of data
object classes and types, attributes, abstract object
methods (services) and their relationships

Object oriented communications organise the data
by function to simplify distributed applications

Standardized object models allow for application
Interoperability

Self-description and Meta-Data allows for online
validation

Focus iIs shifting from data acquisition to Data
Management
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Functions, Logical Nodes and
Physical Devices

[--=-emmmmememee-Functions--=-=--meeeseed]
Logical Synch ronised| | Distance |[|Overcurrent
Nodes CB switching | | protection| |protection

[-------s321A8( |E21SAY4---------]

CICEIEIE] ] CE]
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Data Communication using IEC

61350

Logical Nodes — 92 Logical Node Classes

Logical node groups Ioh;?:al:afl::g;
System logical nodes 3
Protection functions 28
Protection related functions 10
Supervisory control 5
Generic references 3
Interfacing and archiving 4
Automatic control 4
Metering and measurement 8
Sensors and monitoring 4
Switchgear 2
Instrument transformer 2
Fower transformer 4
Further power system equipment 15
Total number of logical nodes 92

—

Directicnal element \
Harmenic restraint
Protection Scheme
Transient Earth Fault
Zero speed or underspead
Distance protection

Volts par Hz relay
Undervoltage

Directional over power

__,/

MWMXU Measuring (Measurand unit)
MMTR Metering

MsQl Sequence and Imbalance
MHAI Harmonics and Inter-harmonics
MDIF Differential Measurements

\A\\.. .more

X

-\-\-H-\""-\-\.

— -HH-\"‘-
XCBR Circuit Breaker
XKSWI Circuit Switch
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Data Communication using IEC
61850

 Logical Groupings — 13 different groups

Group Indicator Logical node groups

A Automatic Control

C Supervisory control

G Generic Function References

I Interfacing and Archiving

L System Logical Nodes

M Metering and Measurement

P Protection Functions

R Protection Related Functions

g Sensors, Monitoring

T Instrument Transformer

X Switchgear

Y 2 Power Transformer and Related Functions

z? Further (power system) Equipment

#) LNs of this group exist in dedicated IEDs if a process bus is used. Without a process bus, LNs of this group are the
I/0s in the hardwired IED one level higher (for example in a bay unit) representing the external device by its inputs
and outputs (process image — see Figure B.5 for example).
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Virtualization
— I

N

61850-7-2
services

TCRIP m
j‘J [\

F i
_\ \irtual WDrII:/ I "\ /_

Mapping

®

~
T_ SCSM, e.g.
61850 -8-1
61850-7-4 logical node —!
Real
(circuit breaker)
devices in a

61850 -7-4 data substation
(position)

61850-6
configuration file
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Virtualization

Real
Data/Devices

controller

2 (Virtual World)

/
class

class

class
[ —

Application <:>

ACSI
Services

Hides/encapsulates real Wo

Virtual Device
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Data Communication using IEC
61850

 Data classes and example

- Logical node information
Logical node

B o L s

Common logical node information
information independent from the dedicated function
represented by the LN, e.g., mode, health, name plate, etc.

Status information

information representing either the status of the process or of
the function allocated to the LN, e.qg., switch type, switch
operating capability, etc.

Settings

information needed for the function of a legical node, e.g., first,
second, and third reclose time, close pulse time, and reclaim
time of an autoreclosing function.

Measured values

are analogue data measured from the process or calculated in
the functions like currents, voltages, power, etc., e.g., total active
power, total reactive power, frequency, net real energy since last
reset, etc.

Controls

are data which are changed by commands like switchgear state
(ON/OFF), tap changer position or resetable counters, e.g.,
position, block opening, etc.

/— Logical node

XCBR
Data- Controls

/ Attributes

= Pos
------ Control value “ctiVal” 4 [k
O;aerate time control
------ Originator
------ Control number
------ Status value “stval” +— [ECIEREINE
------ Quality
wn Time stamp status
------ Substit. enable
Substit. value substitution
------ Pulse configuration
»» Control model configuration,
""" SBO timeout description,
------ SBO class and extension

= BlkOpn
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Data Communication using |IEC
61850

 Logical groupings — Devices, nodes, classes and data.

Physical Device (Server)

Logical Device

Logical Node XCBR Logical Node MMXU

|Data Class Data Class

‘Data StV Data PhA

N C—
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|IEC 61850 Class Model

Class Model of |IEC 61850-7 (Example) Instances (Examples)

SERVER abc: SERVER

l.n

LOGICAL-
DEVICE

* Logical Node Classes defined in 7-4

PDIS XCBR
LOGICAL- <} ||—| myXCBR1: XCBR

NODE {Aggregation determined :
by 7-4 table-references }:

| Mmoo | | Pos
Data Classes defined in 7-4
%7 posl: POS
|4 sps | ﬁ DPC |
DATA . Common Data Classes defined in 7-3

1..n

DATA-
ATTRIBUTE stVal: DATA-ATTRIBUTE

{Values and Types are determined
by Common Data Classes}
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Self-describing Data

A client can discover the device
server’s capabilities

Comparable to the services of a
web browser

Used initially when defining the
system configuration or during
tuning/maintenance of the system

© OMICRON



Modeling Approach -
Standardized extensions

Compatible Qbjects with non- Objects based on
Dbjects standardized new data classes

semantics
Level 3:
Logical node classes
and data classes
hlot standardized

in the IEC 61850 series

Level 2:
common
data classes

Level 1: _L ‘fi;”}§:
Abstract Services | | Abstract data mndel

communication
service interface
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Information Flow - Services

Set, Operate,... <values>

Data

Report <values> Data

Get, GetDef.... Data
<values>

multicast <values> Data

A
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Communication Concepts

Applications of "peer-to-peer”
communication

B tripping of circuit breakers:
short information that needs
to be transmitted with a low
probability of loss within a
few milliseconds
transmission of sampled
values from instrumental
transformers: high amount
of data, to be transmitted
within a few milliseconds,
loss of data needs to be

Physical Device

detected Subscriber

Physical Device

Publisher

multicast

Physical Device
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Basic Reference Model -
Services

Application

Abstract communication
. ‘ ACSI service interface
EC'IEM ] SCSM 2 ECéM Specific communication
N | service mapping

Specific
interfaces

— Application layer 7
+—— Layers 1 .. 6

AL 1 | AL 2
T [T
[ 1

Communication stacks

AL = Application layer IEC 1380403
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Server Bulilding Blocks

Server

Logical Device

nameplate, health

Logical Node

Control >

Substitution >

Get/Set >

Dir/Definition >

Data

Reporting
» & Logging Report >
Data
Set > GOOSE GOOSE >
> Sampled
> Values SMV >

Activate >

Setting Group

Association

Time Synchronisation

File Transfer
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LO

iIcal Devices as Proxy
Servers

Proxy/Gateway

LD1
LLNO

LN

LPHD

L1

LLNO

LPHD

o)

LD Proxy

LLNO

LPHD

B

LD5

-
P
g

PHD *A*

e

LD1

LLNO

D specific

LPHD

PHD specific

LN

LD2

LLNO

~——— % LPHD

LD6 <

LD5

LD6
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Mapping Example

SingleLineDiagram

Physical Device Bay Controller
................................ limit
Cicle SAPC overflow
General Input / Output . Automatic
~ Process Control
...... > .ﬂ added switch
XCBR XARC current
Circuit Breaker * " Monitoring for Arc
* RFLO | distance
] - Fault Locator
...... ’ TCTR 'E-;.'.....--..’ PDIS cecescssscescssssescss reactance
Current Transf&rrﬁ’ér...Distance P.r'ot?ction
: . Al ..... instantaneous
..... ’ TVTR ..-...‘.. ... RDRE (reCOI’(])
AT **.Disturbance Recorde
Voltage Transformek, RMS
’I MMXU |+
. demand
Measurement Uni
ﬂ ATCC CirCUlating
current

Tap Changer Controller

Example for some current

related information
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IEC 61850 Standard - System
Aspects

e Part 1 - Introduction and Overview

* An introduction and overview of the IEC 61850
standard series. It refers to and includes text and
Figures from other parts of the IEC 61850
standard series.

o Part 2 - Glossary

* A collection of specific terminology and
definitions used in the context of Substation
Automation Systems within the various parts of
the standard.
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IEC 61850 Standard - System
Aspects

 Part 3 - General Requirements
* Quality Requirements ( reliability, maintainability, system
availability, security)
 Environmental conditions
* Auxiliary Services
* Other standards and specifications

e Part 4 - System and Project Management

* Engineering (parameter classification, engineering tools,
documentation)

 System lifecycle ( product versions, discontinuation, support
after discontinuation)

* Quality assurance ( responsibilities, test equipment type
tests, system tests, FAT and SAT)
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IEC 61850 Standard - System
Aspects

 Part 5- Communication Requirements for Functions and
Device Models

* Logical interfaces
* Requirements and interoperability

Substation automation system functions:
* Function categories and list of functions
e Specification of functions
* Performance requirements of functions
Logical nodes and PICOMs
* Concept
* Logical node categories and list of logical nodes
* The use of logical nodes, interaction of logical nodes
* Specification of message types with performance requirements
* List of PICOMs and classification of PICOMs to message types

Performance calculations for typical substation configurations
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IEC 61850 Standard -
Configuration

» Part 6 - Substations automation system
configuration language

 Overview of intended system engineering
process

e Definition of system parameter exchange file
format based on XML containing:
* primary system schematic (single line) description
e Communication connection description
* |ED capabilities

e Allocation of logical instances to primary system
* Allocation of logical nodes to physical devices.
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|IEC 61850 Standard - Data
Modelling

« Part 7 Basic Communication Structure for
Substation and Feeder Equipment

 Part 7-1 Principles and Models
* Introduction to part 7-x
 Concepts of communication modeling in IEC 61850

e Part 7-2 Abstract Communication Service Interface

e Specification of abstract communication models and
services

e Concepts of hierarchical object model

© OMICRON



|IEC 61850 Standard - Data
Modelling

e Part 7-3 Common Data Classes

e Part 7-4 Compatible Logical node classes
and data classes
* Definitions of logical node classes and data
classes
e |logical node classes are composed of data
classes

© OMICRON



IEC 61850 Standard - Station
Bus Mapping

 Part 8-1 - Mapping to MMS and ISO/IEC 8802-3

* Mapping of communication models from part 7-2 except the model for
transmission of sampled values

Mapping to stack
SLOW
. . . . Long-term
ACHA_NG_ES Application (Objects,SerVIC@ definitions
pplication Safe di
Domain Safe-guarding
Substation / \ investments
GOOSE Sampled Client - E_;erv_rer ‘
values communication Abstract
T T Interface
Adaptation Mapping per selected stack
Stack
Interface
FAST
MMS
CHANGES Real-time — ]
Com;nu}r:;ca}ﬂon requirements Stack selection
echnology TCP following
l l state-of-the-art
IP communication
Ethernet Link Layer technology
Ethernet Physical Layer with Priority tagging
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Mapping to MMS

[I nformation] SO G el

Models Common DATA | |EC 61850-7-3
Classes
Luse
IEC
61850-7-2 ~__ _ DATA-SET l— ControlBlocks | | oG
(BRCE, URCB, GoCB,... LCB)
| DATA Control Control
I map Block |,ap| Block map
LOGICAL NODE Attributes Behavior
4 .
map MMS Named ‘ MMS Named MMS
VariableList Variable Journal
MMS Named Control Blocks
Variable GetDataValues -> Read \ )
I SetDataValues -> Write
|
Domain 3
IEC 61850-8-1 \BiSimeesans;
Xyz = MMS object
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IEC61850 & UCAZ2 Correlation

e Device Models

Com patible Logical Node 1 = :
7-4 and Data Classes . Building Blocks (Bricks)

ommon Class Definitions

7.3 | Common Data Classes
Standard Data Types and

Common Components

7-2 Abstract Communication GOOSE Communication
Service Interface

Application Service
Model (CASM)

61850-x-y UCA2.0
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|IEC 61850 Standard - Process
Bus Mapping

* Part 9-1 - Sampled values over serial
unidirectional multi-drop point to point link

 Mapping of the core elements from the model for
transmission of sampled measured values

e Use of IEEE 802.3

o Part 9-2 Sampled values over ISO/IEC 8802-3

 Mapping of the complete model for transmission of
sampled measured values and the model for
generic object orineted system events (GOOSE)

e The mapping of the other models of part 7-2 is
according to part 8-1
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IEC 61850 Standard - Scope
 Part 9-1 (contd.)

e Rk

Line protection Bay controller
Ethemet Ethemet

controlier contratier

Serial unidirectional

\ multidrop point to point link
Muttipls
pors
-© e Eth| E , :
Proprietary i Synchronisation, monitoring,
link test and configuration
(‘\ : Merging unit interfaces
s Proprietary
link

Y ‘ “ l‘ ‘I Binary inputs
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|IEC 61850 Standard -
Conformance

« Part 10 - Conformance Testing
e Conformance test procedure
e Quality assurance and testing
 Required documentation
* Device related conformance testing

e Certification of test facilities, requirement and
validation of test equipment
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IEC 61850 Standard - Summary

Logical Nodes
and Data

J

Service
“Interface”

|

Communication
profiles

0y

|

Data
Values

Data
Values

TCF/IP
Metwork

2000+ items
Information (;afg"le tagged
Models mation)

(IEC 61850-7-4/-7-3)

pub[.fsubscr., get,
set, Control, ...
"eporting, logging

Information

Exchange
(IEC 61850-7-2)

Mapping to e.g.
MMS and
TCP/IP/Ethernet
(IEC 61850-8-1)
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IEC61850 Key Benefits (1)

Speed: 100 Mbps instead of few 10 kbps
 More data for a better operation & maintenance
Peer-to-peer: No extra hardware

* Design of innovative automation schemes, late
tuning

Conditional report instead of polling
e Optimal performances

IP (Internet Protocol) routing: Ubiquitous
data access

e Capability to extend the system outside of the
substation

|_ A true step forward J
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IEC61850 Key Benefits (2)

Client-server: Instead of master-slave
* Flexible designs easy to upgrade

Pre-defined names: Single vocabulary
between users

 Easier engineering between teams
XML references: Formal interfaces
 Consistency between engineering tools

IEC 61850 is independent of short term
benefits: focuses on the “long living
application objects”
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IEC61850 Key Benefits (3)

Independent of current product; stable over
several product cycles (long term stability)

Independent of operating systems and
programming languages

Independent of middleware
Independent of communication systems

Independent of vendor (multi-vendor
support)
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